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(i) First question from the
rem

qu > is Compulsory and answer any four questions

¥ alning six questions. Each Qquestions carries 14 Marks.

(ii) Answer to each question must be written at one Place only and in the
Same order as they occurin the question Paper.

(iii) Missing data, if any, Mmay be suitably assumed.

A /(a-)"What do you mean by Cryptographic Attacks?
_(by Define modern Symmetric key Ciphers
(=) Explain Asymmetric key

L(g(Beﬁne Fermat’s littie theorem and explain its application.
=3 List some features of the Whirlpool crypto
= ompression function is use

; d in Whirlpool?
//Q{Distinguish between two modes of IPSec.
D

efine SIMIME

/2’/ (a) Explain Network Goals and Network Services

(b) Which technique {cryptography or steganography) is used in each of the following
cases for confidentiality? 252 e

(i) student writes the answer

and inserts it in a ball-poi

(ii) To send a message, a s

symbol that was agreed

S to a test on a _s__'mall Piece of paper,
nt pen, and pa&Ses the Pen tc anothe
Py replaces each character in the mes.
upon infadvance as the character's re
© (a) Explain Data Encryption Standard with Biock Diagram.

(b) Explain the difference between symmetric and asymmetric Cryptography system.

rolls up the pPaper,
r student.

sSage with a
placement.

AT (a) Write an algorithm in pPseudocode for the Chinese remainder theorem

(b) Define Data integrity and why it is required?

5. (a) Define the‘elliptic curve di
curve crypfesystemn. - & o

/(,bj"Compare and contrast attacks on digital signatures with attacks on cryptosystems

6. (a) Explain in detail about PGP PROTOCOL in detail.

(b) When a session is re
handshaking proces
handshaking.

sumed with a new con

nection, SSL does not require the full
s. Show the messages

that need to be exchanged in a partial
7. (&)

Define the RSA digital signature scheme and compare it to the RSA Cryptosystem.
(b)

Define ISAKMP and List ISAKMP pavioad types and the purpose of each type.
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