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MNote: (i) Firs i i
(i) remtaiqnuiisghsc:rx\ lsuceor'!‘lpulsory and answer any four questions from the
R e eaChq sthns. Each question carries 14 Marks
B R s Shvayy o?:z!;st‘!on must belwrit‘ten at one place only and in the same
. g . r in the question paper
(iii) Missing data, if any, may be suitably assumed

sKE

*1. (a) Differentiate between Active attacks and Passive Atta
(b) Write about Security Mechanisms in cryptography i
(c) Mention the strengths and weakness of DES algorithm
(d) What do you mean by Asymmetric Key Cryptography?
(e) What is the need of Data Integrity explain in briet
() Explain SSL Architecture in brief
(g) Explain in brief about IPSec, System Sewrim;-

2. Discuss the following:
Availability (d) Authentication (e) Diffusion &

(a) Message Integrity (b) Denial of SErvice (c)

Confusion (f) steganographygeapfidestiality and authentication

3. (a) Explain Euclidean and exter@ed Euclidean Algorithms

(b) Write a note on Block Giphem@esign Principles.
tosystem and its different attacks
iirements of MAC

thentication code and (ii) the req

4. (ay Explain RSA cryp
(b)y Explain in defail (i) message au

N

ange technigue
distribution and

Warking of Diffie-Hellman key exch
etween symmetric key

5__¢{a) Discuss
(b) Differegtiata?the trade-off b Kerberos
PGP7? Wustrate the key nngs

6. (a)Whatis PGP? Show the Packet and Message format of

and its significance in PGP.
(o) Infer the overall function of TLS

7.~ Write short note on (any TWO)
(a) Security Goals
(b) Digital Signature
(c) Firewalls
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