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1. a) What are the different types of Security attacks? %

b) What is Security Mechanisms?

c) Why it is important to study the Feistel Cipher Architecture? %

d) Difference between HMAC and CMAC cryptographic techniqu? 2
onsrof Kerberos?

e) What is the role of Ticket Granting server in inter realm operati

f) Define Secure Shell (SSH). &
g) What is Handshake protoce! in SSL? «
é@‘%
xample. * 7 _ o

2. a) Explain about Ceasier cipher and Playfair cipher.with e

b) Compare and Contrast between Symrgé}ri% and Asymmetric key cryptography. -

3. a) Explain RSA algorithm with exaMmples
thm?

Kk c;é\ bewperformed in Diffic Hellman algori

§

b) How man in middle attac

4. a) Explain with diagra% siﬁ?gle round function of SHA-512.

53 Explain Kerber&s@l.

%
What are thexdifferent phases of operation in |EEE 802.11i? Explain.

5.a)
b) Draw SSL protocol stack and explai

6. é) Explain the functionality of S/MIME. <~
b) What is the requirement of IP security? Explair the architecture‘of IP security

n SSL. Record Protocol

7. a) Discuss Blowfish algorithm. w
g certificate format.

b) Describe X. 50
c) What are approaches for Digital Signatures based on Public Key Encryption?




