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. a) Define RSA @ ture scheme and compare it to the RSA cryptosystem.
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d) Fi
e; Cl(r;d the value of 78 mog 15 using Euler’s theorem.
5 Whmpare Public key and Private key. v
8 at are the criterions of Cryptography hash function?
g entify the benefits of |p Security.
’ >

25 2))[D) i : - 5
) Describe the relationship between security services and'security mechanisms. Explain how g

b) Distinguish between Passive and Active securi ks. Name some passive and active

S i T ; q
€curity mechanism js used to implement security.sehvices.
attacks. ‘

3. a) Describe the following (i) Message | ﬁg“) Denial of Service (i) Availability
(iv) Authentication
o] o

b) Explain General structure of AE% i

- a) State the Chinese Remainder rem and find X for the given Set of Congruent Equation
X=2mod 3, X= 3 mod 5 & X= mod 7.
b) Briefly Explain Ellipt cur\?g cryptosystem. N 4

b) Briefly Expla -512 cryptographic hash functions.

a) What is PGP? Explain how authentication and Confidentiality is maintained in PGP?

b) In S/IMIME, Explain how Bob and Alice exchange the secret key for encrypting messages.

a) Give a brief notes X.509 authentication services.

: b) List ISAKMP payload types and the purpose of each type.
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